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The MIT License (MIT) 
Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the "Software"), to deal in the 
Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, 
and to permit persons to whom the Software is furnished to do so, subject to the following conditions: 

 
The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software. 

 
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR 
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR 
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE. 

 
AlaSQL 
------ 
Copyright (c) 2014-2015 Andrey Gershun (agershun@gmail.com) & Mathias Rangel Wulff (mathiasrw@gmail.com) 

 
Angular UI-Router 
----------------- 
Copyright (c) 2013-2015 The AngularUI Team, Karsten Sperling 

 
AngularJS 
--------- 
Copyright (c) 2010-2015 Google, Inc. http://angularjs.org 

 
AngularJS UI Bootstrap 
---------------------- 
Copyright (c) 2012-2015 the AngularUI Team 

 
angular-deferred-bootstrap 
-------------------------- 
Copyright (c) 2014 philippd 

 
angular-file-upload 
------------------- 
Copyright (c) 2013 danialfarid 

 
angular-growl 
------------- 
Copyright (c) 2013 Marco Rinck 

 
angular-idle 
------------ 
Copyright (c) 2013 Mike Grabski 

 
angular-mask 
------------ 
Copyright (c) 2014 Igor Rafael 

 
angular-translate 
----------------- 
Copyright (c) <2014> <pascal.precht@gmail.com> 

 
angular-zeroclipboard 
--------------------- 
Copyright (C) 2014 lisposter(Leigh Zhu) 

 
angularUtils 
------------ 
Copyright (c) 2014 Michael Bromley 

 
Bootstrap 
--------- 
Copyright (c) 2011-2015 Twitter, Inc 

 
jasmine.js 
---------- 
Copyright (c) 2008-2014 Pivotal Labs 

 
jQuery 
------ 
jQuery Foundation, Inc. and other contributors 

 
Json.NET 
-------- 
Copyright (c) 2007 James Newton-King 

 
Mordernizr 
---------- 
Generic MIT License 

 
Moment.js 
--------- 
Copyright (c) 2011-2015 Tim Wood, Iskren Chernev, Moment.js contributors 

 
Unity.MVC5 
---------- 
Copyright (c) 2013 FeedbackHound 



 

 

ui-grid 
------- 
Copyright (c) 2012-2015 the AngularUI Team 

 
ZeroClipboard 
------------- 
Copyright (c) 2009-2014 Jon Rohan, James M. Greene 

 
 
 

Apache License 
Licensed under the Apache License, Version 2.0 (the "License"); 
you may not use this file except in compliance with the License. 
You may obtain a copy of the License at 

http://www.apache.org/licenses/LICENSE-2.0 

Unless required by applicable law or agreed to in writing, software 
distributed under the License is distributed on an "AS IS" BASIS, 
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. 
See the License for the specific language governing permissions and 
limitations under the License. 

 
dotless 
------- 
Copyright (c) 2009-2010 dotless project, http://www.dotlesscss.com 

 
unity 
----- 
Generic Apache License, Version 2.0 

 
 

Microsoft EULA 
-------------- 

 
Microsoft ASP.NET Identity Core 
Microsoft ASP.NET MVC 
Microsoft ASP.NET Razor 
Microsoft ASP.NET Web Optimization Framework 
Microsoft ASP.NET Web Pages 
Microsoft Token Validation Extension for Microsoft .Net Framework 4.5 
Microsoft.Web.Infrastructure 
WebGrease 

 
NUnit License 
------------- 

 
Copyright © 2002-2015 Charlie Poole 
Copyright © 2002-2004 James W. Newkirk, Michael C. Two, Alexei A. Vorontsov 

Copyright © 2000-2002 Philip A. Craig 



User Administrator Handbook i © 1999-2016 Jack Henry & Associates, Inc.® 
September 2016 

 

 

Contents 

Introduction ................................................................................................................................ 1 
System Requirements .................................................................................................... 1 
Available Resources ....................................................................................................... 2 
User Terminology ........................................................................................................... 2 
Process Workflow ........................................................................................................... 2 
Session Timeouts & Maintenance .................................................................................. 3 

Admin: Getting Started ............................................................................................................... 4 
Creating a Secret Question ............................................................................................ 4 
Updating a User Profile .................................................................................................. 5 

Creating a User .......................................................................................................................... 7 
Assigning Privileges and Roles....................................................................................... 8 
Unlocking a User ............................................................................................................ 9 

Resetting a Password ........................................................................................ 10 
Disabling a User................................................................................................. 11 
Deleting a User’s Profile ..................................................................................... 11 
Listing Deleted User Profiles .............................................................................. 12 



User Administrator Handbook 1 © 1999-2016 Jack Henry & Associates, Inc.® 
September 2016 

 

 

Introduction 
 

The administrator (FI Admin) is responsible for creating and maintaining user profiles for 
employees within your organization. An admin grants a user certain privileges and roles so that 
the user can perform tasks in the system. 
The admin can be responsible for any of the following: 

• Set up employee user profiles 

• Enable or disable a user 

• Edit a user profile 

• Unlock a user’s profile 

• Delete a user’s profile 

• Reset a password to a user’s profile and provide a new temporary password 

• Assign specific roles or functions to an employee 

• Designate certain users as authorized callers for support-related questions 

• Enable access to any and all accounts (locations) for which an employee will be 
processing 

Based on the assigned role(s) provided by the admin, users will have the ability to process 
transactions, generate reports, research historical transactions, edit transactions, and/or contact 
support. 

 

NOTE: Your menu options may differ slightly from those pictured throughout this 
document. 

 

 
 

System Requirements 
The following components are required for working with the Enterprise Payment Solutions 
(EPS) application(s).  

For Microsoft® Windows®: 
• Windows 7, SP1: Microsoft Internet Explorer®  11 or Google Chrome™ 

• Windows 8.1: Microsoft Internet Explorer 11 or Google Chrome 

• Windows 10: Microsoft Internet Explorer 11 or Google Chrome 

• High-speed Internet connection 
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Available Resources 
If you have questions about the application, please contact your first line of support for more 
information. 
For a complete guide on how to run reports, please see the User Reports Handbook. 

 
 

User Terminology 
Throughout this manual, the text will refer to certain parties and their responsibilities when 
managing your customers with this application. The following terms will help define “who is who” 
while performing tasks in the system. 

1. User Admin – Responsible for setting up user profiles for persons within your 
organization. Admins will establish privileges and roles for users, allowing them to 
complete tasks within the application. Admins are capable of the following: 

• Creating, deleting, enabling, or disabling a user 

• Resetting a password and providing a temporary password to the user 

• Unlocking a user who has been locked out of the application 

• Assigning specific privileges and roles to a user for completing tasks 
 

NOTE: If the admin needs to perform tasks in managing customers or transactions, it is 
strongly recommended a separate user profile be created with the appropriate 
privileges and roles. Using a user profile helps specify which users are 
performing tasks and prevents miscommunication. 

 

 

2. User – A person within your organization who is responsible for completing tasks within 
the application, as designated by the admin. Responsibilities for a user can include: 

• Setting up customer profile information. 

• Editing transaction details. 

• Generating reports. 

• Processing transactions. 
3. Customer – A client within your organization wishing to make deposits/donations. 

 
 

Process Workflow 
The following figure demonstrates how best to approach using the system. Admins must first set 
up and assign privileges/roles to users before they can accomplish tasks within the system. 
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FIGURE 1 - WORKFLOW 

 
 

Session Timeouts & Maintenance 
If a user remains inactive in the system for at least 30 minutes, a Session Timeout Warning 
appears two minutes before the user is automatically logged out, providing the user with an 
opportunity to remain logged in. Click anywhere in the application to remain logged in. 

 
FIGURE 2 - SESSION TIMEOUT WARNING 

You may also see a notice that the system will shut down temporarily for maintenance. This 
notice will appear as a bar at the top of your page. The notice will indicate the time and date 
when the system will shut down for maintenance. 
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Admin: Getting Started 
 

You will be provided with your site’s URL address, the admin username, a temporary password, 
and a company name that must be entered upon first logging in to the system. Save the URL for 
future use, as it is a route of access into the system. 

1. Once at the provided URL address, complete the User Name, Password, and 
Company fields. Select Login. 

2. A prompt will appear for you to change your password. Passwords expire every 90 days 
and are case-sensitive. Use the following guidelines when creating a new password. 

• At least 1 uppercase letter 

• At least 1 lowercase letter 

• At least 1 number 

• 8-15 characters in length 
3. Select Update Password when finished. 

 

Creating a Secret Question 
A secret question is a tool used when you forget your password and can have another 
temporary password generated and sent to an email address. Without an email address in a 
user’s profile, that user will not be able to answer a secret question for a new password for 
access into the system. The Merchant Admin (or an FI Admin) will need to manually edit/enter 
an email address for a merchant user, so that merchant user has the option to request a new 
password by answering a secret question. Secret questions do not need to be a complete 
question or contain a question mark. The secret question and answer are not case-sensitive 
fields. 
Once an admin has entered an email address for the merchant user profile, use the following 
steps to configure the secret question that will be asked of the user, before a new password can 
be generated and sent to the applicable email address. For more information on editing/adding 
an email address to a merchant profile, please see “Updating a User Profile” in this document. 

 

NOTE: Single sign-on users do not need to set up a secret question. 
 

 

Log in to the application, and select the user menu | My Settings. 

 
FIGURE 3 - MY SETTINGS OPTION 
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The system will prompt you for your current login password in order to reach the My Settings page. 
Once there, make changes to the Change Password, Secret Question, and/or Authorized 
Caller sections, as needed.  
Select Update when you are finished. 

 

FIGURE 4 - MY SETTINGS PAGE 

Updating a User Profile 
As the admin, you will need to update your profile with an email address where a new temporary 
password can be sent, if needed. 

1. Log in to the system, and select Admin | Users from the left main menu. 

 

FIGURE 5 - ADMIN TAB, USERS SUB-OPTION 
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2. Select Edit for the user profile to be updated (in this case, the admin). 

 
FIGURE 6 - EDIT USER OPTION 

3. Change any of the Update User Settings, Privileges for this User, Roles, and 
Locations available for the user. Note that the Email Address field is in the Update 
User Settings section. Select Update to save all changes. 

 

FIGURE 7 - EMAIL ADDRESS ON UPDATE USER SETTINGS PAGE 
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Creating a User 
 

The admin is responsible for creating users who will be working with transactions, reporting, or 
other tasks within the system on a daily basis. The admin is also responsible for updating a 
user’s profile, providing new passwords, unlocking a user’s profile in the event they become 
locked out of the system, and deleting a user’s profile, if necessary. 

1. Log in to the system, and select Admin | Users from the left main menu. 
2. From the left navigational bar, under the User Admin heading, select Add User. 

 

FIGURE 8 - ADD USER OPTION 

3. Fill out the Add User Settings and the Privileges for this User sections. Note that a 
temporary password is displayed at the bottom of the page—provide this password to 
the user you are creating. 
a. Select the Authorized Caller check box if this user will contact EPS for support, if 

necessary. Once enabled, the user will then be required to establish an Authorized 
Caller Identification Phrase that will be used by the EPS Customer Support 
representative to verify that the user is authorized before providing support. Callers 
who are not able to answer their identification phrase, or are not an authorized user 
will be directed to their financial institution for further assistance.  

b. Once you have selected privileges to provide to this user, click Add. 

4. The system will create the user and allow you to select roles underneath each of the 
privileges assigned to them. Select roles for this user—for a complete list, please see 
Appendix A: Privileges and Roles. 
a. Select the locations for this user. 
b. Select Update to finish assigning privileges and roles for this user. 
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FIGURE 9 - UPDATING A USER 

Assigning Privileges and Roles 
The admin will need to assign the appropriate privileges and subsequent roles to users’ profiles 
in order for them to complete tasks within the application. A user must first be given a privilege 
before roles within that privilege become available for assignment. 
The following table lists the most common roles associated with the Customer Services privilege. 

 

Role Definition 

Accounting Allows a user to run reports, balance all checking and credit card 
transactions, look at transaction details, edit transactions, view 
check images, and monitor and research transactions. 

Accounting – Approve 
Check Only 

In conjunction with the Dual Authorization feature within a user’s 
profile, this role designates the user as the second person that can 
approve a transaction in the Awaiting Approval status. The 
transaction will have been made by a different user. 

Accounting – Limited 
Functionality 

A user with this role will not have access to the Transaction 
Status Summary located on the Home page of the application. 

Credit Card A user will be able to process scanned and card-not-present 
transactions. 

Credit Card View Only A user will only be able to view payment screens concerning credit 
card information, but is not able to process a payment. 

Edit ACH Opt Out A user can add to and/or edit the ACH Opt Out list. 

Preauthorized Recurring 
Credit 

A user can set up recurring ACH credits which customers can use 
to pay creditors. NOTE: This feature should not be used for 
payroll. 

Preauthorized Recurring 
Debit 

A user can set up customer-authorized recurring ACH debits or 
payment plans. 
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Role Definition 

Preauthorized Single 
Credits 

When enabled, a user can create a one-time manual ACH credit or 
partial refund. Alternatively, the customer can create a payment to 
his/her creditor. 

Preauthorized Single 
Debits 

A user can create a one-time customer-authorized ACH debit 
transaction. 

QB Admin A user can set up the link to the QuickBooks account and export 
transaction files to QuickBooks. 

Refund A user can create refunds (complete reversals) of already 
processed ACH transactions. 

RDC Admin User can create, scan, and submit items as a transaction. 

RDC User User can create and scan items, but not submit them as a 
transaction. 

RDS User User can create, scan, and submit an item as a transaction. 

RTG User If enabled, third-party vendor files will be sent through Real Time 
Gateway. 

Telephone Payment A user can create a customer-authorized ACH payment received 
via the telephone. 

View ACH Opt Out A user will only be able to view a list of customers who have opted 
not to have their transactions processed as ACH items. 

View ACH Opt Out 
Account 

A user can view, add to, and/or edit the ACH Opt Out list, as well 
as view a customer’s complete account number, instead of just the 
last four digits. 

View Batch Images 
(Debits & Credit Report) 

A user will have access to the batch image file to print, save, or 
view. 

 
 

After selecting the roles you wish to enable for the user, select Update to save all changes. 
 
 

Unlocking a User 
Users can be locked out of the system if a password is keyed incorrectly at least five times, or if 
a user answered the secret question incorrectly when requesting a new temporary password. 
As the admin, you are responsible for unlocking user profiles so that they can access the 
system again. If the admin becomes locked out, contact your first line of support for assistance. 
Follow the below steps to unlock a user’s profile. 

1. Log in and select Admin | Users from the left main menu. 
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2. Under the Locked column, select the Unlock link for that user. The link will disappear, 
and the user profile will be unlocked. 

 

FIGURE 10 - UNLOCK OPTION 

 
NOTE: If the user needs a new password, you will need to reset the password (see the 

following section). 
 

 
Resetting a Password 
User may forget their password and ask you to provide them with a new temporary one. The 
steps below explain how to reset a user’s password. 

1. Log in and select Admin | Users from the left main menu. 
2. Select Edit for the user profile to update. 
3. Select Reset Password button from the bottom of the page. The user’s profile will have 

a case-sensitive temporary password generated. Carefully record this password and 
provide it to the user. 

 

FIGURE 11 – RESET PASSWORD BUTTON 
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Disabling a User 
Disabling a user keeps the profile intact until access is re-enabled by the Admin. The Admin 
may want to disable a user, for example, if a user is on leave for an extended period of time 
before working with the application again. 

1. Log in to the system, and select Admin | Users from the left main menu. 
2. Select Edit for the user profile you wish to disable. 
3. Uncheck the Enabled box in the Update User Settings section. Select Update to save 

all changes. 

 

FIGURE 12 - DESELECTING THE ENABLED CHECK BOX 

Deleting a User’s Profile 
Deleting a user profile will remove it from the list of users and make it inaccessible. The user 
name for that profile cannot be utilized again for a different user. The profile will be categorized 
as a deleted user. 

 

NOTE: To delete an admin user, you must first remove the Administrator role from that 
admin user’s profile before completing the following steps. 

 

 

1. Log in to the system and select Admin | Users from the left main menu. 
2. Select Edit for the user profile to delete. 
3. Select Delete User. 
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FIGURE 13 - DELETE USER OPTION 

4. A prompt will ask you to confirm deleting a user. Select Yes to continue. 

 

FIGURE 14 - DELETE USER CONFIRMATION 

Listing Deleted User Profiles 
A list of the user profiles that you have deleted is available if you need to refer back to a 
previous user’s profile information. This list will also provide the profile’s audit history and any 
updates that may have been made to it. 

1. Log in and select Admin | Users from the left main menu. 
2. In the Merchant Users section, select the Deleted Users option under Filters. The list 

of users will automatically update to display only deleted users. 
3. Select Clear Filters to strip any filters from the list of users, as shown in the image 

below. 
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FIGURE 15 - DELETED USERS FILTER 
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